[TamsiTKa IO PO HIIAKTHKE MPECTYIICHUH, COBEPIICHHBIX C HCIIOJI30BaHUEM
MH(OPMALIMOHHO-TEJIEKOMM YHUKALMOHHBIX TEXHOJIOT U
K naubonee pacrpocTpaHeHHBIM BUAAM JUCTAHIIMOHHOTO MOIIEHHUYECTBA OTHOCSTCS:

— «(pUIIMHTY — BHJ] JUCTAHIIMOHHOTO MOIIIEHHUYECTBA, IIPH COBEPIICHUH KOTOPOTO
3JI0YMBIIIJIEHHUKH (B X0/I€ TeJIe(OHHOTI0 pa3roBopa, MOCPEACTBOM HANPABICHUS JIEKTPOHHOTO
MHAChMa WM CMC — COOOIIEHHUS ) TTOTYYalOT JUYHbIE KOH(HICHIIMAIbHBIE JaHHBIE 0 OAHKOBCKON
KapTe, HOMEpPE CYeTa, JIOTHHBI ¥ MapOoJIu JIJIs BXOJa B MHTEPHET-0aHK, a TAK)Ke Mapoyid O€30TacHOCTH,
MTO3BOJISIOIINE TTPOU3BECTH CITUCAHUE HAXOAIIMXCS Ha OAHKOBCKOW KapTe IEHEKHBIX CPEJICTB.
X(epTBaMI/I yKa3aHHOFO BUJ1a MOIILICHHUYCCTBA 3aqaCTy10 CTAHOBATCA HE3aIIUIICHHBIC,
Maj000pa3oBaHHbIC, JOBEPUYHBHIC CIION HACEICHUS.

[IpencraBissack 3a4acTyro COTPYJHUKAMU KPEAUTHBIX OpraHU3aluil, IPECTYITHUKN BBOJAT B
3a0Iy’KACHHE TPaKaH OTHOCUTEIBHO COBEPIIAEMbIX HECAHKIIMOHUPOBAHHBIX CIIMCAHUH JIEHEKHBIX
CPEJICTB, OCYILECTBIISIEMBIX MOKYIKaX U T,II., TOCJI€ YETO MPOCIT Ha3BaTh KOH(UIEHINAIbHbIE
CBEZCHMSI C LIEJbI0 IIPECEYCHUsI BO3MOXKHOIO COBEPLIEHMS IpecTyIuleHus. ['paxnane, nosepsis
MOJIy4eHHOU nH(pOopMalny, xeias 00€301acUTh CBOU JICHEKHbIE CPEJICTBA OT IPECTYIHBIX
MOCATaTeIbCTB, COOOIIAIOT 3aMPALIMBAEMYIO HH(OPMALIHIO, B PE3YJIBTATE YETO 3JI0YMBIIIIICHHUKH
MOXUIIAOT NPUHAJIEKAIINE UM JICHEXKHBIE CPEIICTBA.

— «papMHHI» — TpoLEeaypa CKPbITOIO HAaIIpaBJIEHUs Ha JIOXKHBIN [P-aapec, To ecTh HampaBieHne
M0JIb30BaTeNsl Ha (PUKTUBHBIN BeO-CaliT, yallle BCEro UCHOIb3yEMBbIH I IPUOOpETEHHs TOBAPOB U
yciyr (ozon.ru, avito.ru, aliexpress.ru, joom, biglion, kynuHarop, kKaccup.py, Omierep, CauTs 1O
npojaxke OMIIETOB HA JK/1 U aBUATPAHCIIOPT U Jp);

— «IBOWHAs TpaH3aKIMs» (MPU OTUIATE TOBAPOB U YCIYT MPOJIABEI] COOOMIAET 00 OITHOKE 1
mpeaaaraeT MOBTOPUTH OTIEPAITIO, a B TATBHEUIIIEM ICHEeKHBIE CPEICTBA CIICHIBAIOTCS JBAXKIBI T10
Ka)KJIOM U3 MPOBEACHHBIX OTICPAIIHA);

-«TPAIUHTY (MAHUITYJSIITAA ¢ KApTPUIEPOM OaHKOMATOB, TIO3BOJISIONINE JIMOO HE BO3BpAIIATh KapTy
BJIQICIIBITY, JIMOO CIIMCHIBAThH BCE TAHHBIC KAPTHI JJI JATBHEUIIETO UX UCTIOIB30BAHUS).

OcHOBHBIE CXEMBbI TeJIe(POHHOTO MOIIIEHHHUYECTBA!
1.06man no tesiedony.

MolieHHUK 3BOHUT C HE3HAKOMOI'O HOMEpA U MPEACTABIAETCS POACTBEHHUKOM (3HaKOMBIM) U
B3BOJIHOBaHHBIM I'OJIOCOM COOOILAET, YTO 3aJiepKaH COTPYAHUKAMU IPABOOXPAHUTEIbHBIX OPTaHOB U
OOBUHSETCS B COBEPILEHUH TOTO WIIM MHOTO NpecTyrieHus (3to MoxkeT ObITh JTTI, xpanenue opyxus
WA HApKOTHKOB, HAHECEHHE TSKKHMX TEJIECHBIX MOBPEXKACHUHN U Jake yOuiicTso). /lanee B pa3roBop
BCTYMAET KOOBI COTPYIHUK MPAaBOOXPAHUTEIBHBIX OPraHOB, KOTOPBI YBEPEHHBIM TOHOM COOOIIIAET,
YTO YK€ HE pa3 IoMOraJ JIOAiIM TakuM o0pa3oM. [[is pemeHus Bonpoca HeoOXo1uma onpe/iesieHHast
CyMMa JIEHET, KOTOPYIO CJIE1YET IEPEBECTH Ha ONPEIEIICHHBIM pacueTHBINA CUET UM NEPEAATh
KakoMy-1n0o yenoBeky. B opranuzanuu o6mana no tenedony ¢ TpeOOBaHMEM BBIKYIA YYaCTBYIOT
HECKOJIBKO MpecTynHuKoB. Habupast TenedoHHbIle HOMepa Hayraa, MOUICHHUK TPOU3HOCUT
3aroTOBJICHHYIO (pa3zy, a jajee JeHcTBYeT 0 OOCTOSATENBCTBAM, HO HEPEAKO YEJIOBEK, KOTOPOMY
3BOHUT MOILIEHHUK, CaM CIy4ailHO MOJICKAa3bIBAET UM TOTO, KOMY HY>KHa TOMOIIb.

AHaIOTUYHBIM 00pa30M MOTYT 3BOHUTH MOIIICHHUKH COTPYIHUKAM I'OCY/IapCTBEHHBIX OPTAHOB, MO0
MpeANPUHUMATENSM U, PEICTABISAACH, HAIPUMED, PYKOBOJIUTEIEM KaKOT0-JINOO roCy1apCTBEHHOTO
opraHa (IIpaBOOXpPaHUTEIILHOT0, HAJ30PHOT'0, KOHTPOJIUPYIOIIETO), MO IPEAJIOrOM MpUe3/ia
KOMHUCCHUH MPOBEPSIOMIUX U TPeOYIOT OPraHn30BaTh JIMOO «TEIUIBIA premM» B hopMe OecriaTHOTO



MpeaAoOCTaBJICHUA YCIYyT (HI/ITaHI/Ie, noAgapkKu, opraHu3anusd OTAbIXa U T. I[.), 160 MEepeUnUCINTb
OIMPECACIICHHYIO CYMMY NCHCKHBIX CPCACTB HA YKaSaHHI)II\/JI paCLIeTHblf/'I CUCT 1A OpraHus3anuu Jocyra
MMPOBCPAOIINX UKW JOCTUKCHUA H€O6X0,[[I/IMLIX IMOJIOKUTCIIBHBIX PC3YJIbTATOB IIPOBCPKU.

KAK IIOCTYIIUTh B TAKON CUTYAIIUM:

[IpepBaTh pa3roBop u NEPE3BOHUTH TOMY, O KOM HJET pedb (JIMOO B YKa3aHHBIN rOCyAapCTBECHHBIN
opras). Ecnu TeneoH OTKIII0YEH, HY>KHO CBSI3aThCS C €r0 KOJUIETaMU, IPY3bIMU U POJACTBEHHHUKAMU
JUIsL yTOUHEeHHsI UH(OpMaIiu.

2. SMS-npocs0a 0 nmomoum.

SMS-coo0mieHust MO3BOJISAIOT YIPOCTUTH CXeMy 0OMaHa 1o TenedoHy. AOGOHEHT MoJyJaeT Ha
MOOWITBHBIN TenedoH coodmeHue: «Y MeHs npobiemsl, kKuHb 900 pyOeit Ha 3TOT HoMep. MHe He
3BOHH, NIEPE3BOHIO cam». Hepeako nobasisieTcst oOpamieHue «MaMay, «Ipyr» Wi IpyTue.

Ha SMS-coobmiennst ¢ He3HaKOMBIX HOMEPOB pearupoBaTh HENb3s. DTO MOTYT OBITh MOIIICHHHUKH.

3. Tenedonublii Homep-rpadureb. Ha renedon npuxoaur SMS ¢ npocb00ii epe3BOHUTH Ha
yKa3aHHbI HOMep MoOmiIbHOTO TenedoHa. [Ipocsba MoskeT ObITh 000CcHOBaHA JTH000H TPUUMHON —
TTOMOTIb IPYTY, H3MEHEHNE Tapu(OB CBSI3H, MPOOIEMBI CO CBA3BIO WIIN ¢ Barmeit 6aHKOBCKO# KapTol U
tak ganee. [locne Toro kak Bel nepe3sBanuBaete, Bac nonro aepskat na nuauu. Koraa sTo Hagoenaer,
BrI oTKITIOYaeTech — M OKa3bIBaeTcs, 4To ¢ Baiero cyera crimcanbl KpYIHbIE CyMMbL. MOIIEHHUKA
PETHCTPUPYIOT TAKOW CEPBHC U PACIIPOCTPAHSIIOT HOMEp 03 MPEaYPEkKACHUS O CHATHH IIJIaTHI 32
3BOHOK.

EauHcTBEeHHBIIT cnocod o0e30macuThb cedst oT Te.]'le(l)OHHLIX MOIICHHUKOB — H€ 3BOHHUTD 110
HE3HAKOMBIM HOMEpPaM.

4. TeuaedoHHbIEe BUPYCHI.

OueHb yacTo UcHoab3yeTcs (popmMa MOIIEHHUYECTBA C UCIIOJIb30BaHKE TeseoHHBIX BUpycoB. Ha
TenedoH aboHEHTa MPUXOAUT COOOIIEHNE ceayomero Buaa: «Bam npumino MMS-coobienue. s
MOJTy4EHHUs IPOMIUTE MO CChUIKE. ..». IIpu nmepexoe mo ykazaHHOMY ajjpecy Ha Tesle(OoH cKauuBaeTcs
BUPYC ¥ MPOMCXOJIUT CIIUCAHHUE I€HEKHBIX CPEJICTB.

Jlpyroii BU MOIIICHHUYECTBA BRIIAIUT Tak. [IpH 3aka3e kakoi-nmubo yciayru yepes sKoObl
MOOWIJIBHOTO OTIepaTopa WM NPU CKaYMBaHUHA MOOMIIBHOTO KOHTEHTa a0OHEHTY MPUXOIUT
npenynpexaeHue suaa: «Bel cobupaerech OTIpaBUTh COOOLICHNE HA KOPOTKUIM HOMEp st
MOJITBEPIKJICHUS OTlepalluy, OTIpaBbTe coodIIeHue ¢ Hudpoii 1, 1 ormensl ¢ nudpoit O». [Ipu
OTIPaBKe MOJITBEPXKACHUS, CO cueTa aDOHEHTa CIIUCHIBAIOTCS ICHEKHbIE CPeICTBA. MOIIEHHUKI
UCTIONB3YIOT CIIeUAIbHBIC TIPOTPAMMBI, KOTOPEIE MTO3BOJISIOT aBTOMATUYECKH T€HEPHPOBATH THICSIUU
Takux coobmenuii. Cpasy mocie nepeBojia IeHer Ha (pajbIIUBBIA CUET OHM CHUMAIOTCS ¢ TeledoHa.

He caexyer 3BOHMTH 110 HOMEPY, ¢ KOTOPOro OTNpaBjieHo SMS — BIoJiHe BO3MOKHO, YTO B 3TOM
ciayuae ¢ Bamero tesiedpona Oyer aBTOMaTH4YeCKH CHATA KPyNHasi cymMMa.

5. BpIUrpslim B JIoTepee WJIH KaKOro-JIu00 mpu3a.

B cBs13u ¢ npoBesieHrEM BCEBO3MOXKHBIX PEKJIAMHBIX aKLUii, JO0Tepeit U pO3bIrphIlIei, 0COOEHHO ¢
y4acTUEM PaJuOCTaHLUN, MOIIEHHUKH YaCTO UCIIOJIb3YIOT 3TO AJIs CBOEH 1eATeIbHOCTH U 0OMaHa
moaeii. Ha Bam MmoOunbHBIN TenedoH, Kak IpaBuiio, B HOYHOE BpeMsi — MPUXOAUT SMS-
COO0O0I1IeHHs1, B KOTOPOM TOBOPUTCS O TOM, YTO B Pe3yJbTaTe MPOBEACHHOM JIoTepen Brl BeIUrpanu
aBTOMOOWMIIb. Yarlle Bcero, ymoMUHAIOTCS U3BECTHBIE HHOCTPAHHBIE MOJAETH , MapKu. [ yrouHeHus
BCeX JeTaneit Bac mpocsAT moceTuTh onpeeIeHHbI CAuT U 03HAKOMHUTHCS C YCIOBHSIMU aKIIMH, THOO



MIO3BOHUTH 10 OJIHOMY M3 BBIIIEYKa3aHHBIX TelIe()OHHBIX HOMEPOB. Bo BpeMs pa3roBopa MOIIEHHUKH
COOO0ILAIOT O TOM, YTO HAJO BHIIIOJIHUTH HEOOXOIUMbIE (POPMAIBHOCTH: YIJIATUTh TOCHIOUUINHY U
ohopMuTh HEOOXOAMMBIE TOKYMEHTHI. J{J151 3TOro He0OX0AUMO MEPEYUCIUTh Ha CYET CBOETO
MOOWMIJIBHOTO JICHE)KHYIO CYMMY, a 3aTeM HaOpaTh onpeieIeHHy0 KOMOWHAIHNIO U(P U CUMBOJIOB,
SKOOBI /111 IPOBEPKU U MOJYUYEHUs «KoAa peructpanumn». KomOnnanus uudp u CMMBOJIOB, KOTOPYIO
Brb1 HaOupaete, Ha caMoM Jienie sIBJIsieTCs KOJOM, OJ1arojapst KOTOpOMY, 3JI0yMBIIUIEHHUKH MTOJIy4atoT
JOCTYIH K MepeunciIeHHbIM cpeicTBaM. Kak Tosibko ko HabpaH, cueT 0OHyJsIeTcs, a MOILIEHHUKH
MCYEe3al0T B HEM3BECTHOM HaIPaBJICHUU.

6. IIpocToii KOx OT omepaTopa CBSA3M.

[TocTymaeT 3BOHOK, IKOOBI OT COTPYIHUKA CITYKObI TEXHUYECKOH MOAJIEP’KKU ONepaTopa MOOUIBHOM
CBSI3H, C MIPEUIOKEHNEM TOJKITIOYUTH HOBYIO SKCKITIO3UBHYIO YCIIYTYy WIIH JUIS TIEPEPETUCTPALIUH BO
n30eKaHue OTKIIOUEHHS CBSA3H M3-32 TEXHUUYECKOTO cOO0sI, MIIH JUIsl YITy4IIeHHs KauecTBa cBs3H. s
3TOr0 Aa0OHEHTY IpeJuIaraeTcs HadpaTh MO/ TUKTOBKY KOJI, KOTOPBIN SBIISETCS KOMOMHAITNEH /IS
OCYIIECTBIICHUS MOOUIBHOTO NEPEBOIA AEHEKHBIX CPEICTB CO cueTa aOOHEHTA Ha CUET
3JI0YMBIIIIJIEHHUKOB.

KAK ITOCTYIIATb B TAKOM CUTY ALIUU:

[Tepe3BOHUTH CBOEMY MOOMIBHOMY OIIEPATOPY VIS YTOUHEHHSI YCIIOBHMA, a TAKXKE Y3HATh, KaKas
CyMMa CIIMIIETCS C Ballero cyeTa Mpu oTnpaBke SMS win 3BOHKE Ha yKa3aHHbIM HOMEp, 3aTeM
coo0muTe o npuieaniel Ha Bam renedon nadopmannu. Oneparop onpenenuT Toro, KTo OTIPABISIET
5T SMS 1 3a06JI0KUpPYET ero akKayHT.

7. Ommndo4YHBIi NepeBoO/ CPEACTB.

AbGoHeHTy nocTymaetr SMS — cooO1ieHre 0 MOCTYIUICHHH CPEJICTB Ha €T0 CUET C TIOMOIIBIO YCIIYTH
«MoOunpHbI IepeBo». Cpasy Mmocie 3TOro MOCTyNaeT 3BOHOK M MY>KUMHA (UJTH JKSHIITHA)
COO0O0IIIaeT, 4TO OMIMOOYHO MEePEBEIT JCHBIH, TIPU ITOM IPOCUT BEPHYTHh UX OOPATHO TEM Ke
«MoOUITBHBIM TIEPEBOIOMY». B 1€CTBUTEIHHOCTH, IEHBI'M HE TIOCTYMAIOT HA TEIe(OH, a YEIOBEK
TIEPEBOIUT CBOM COOCTBEHHBIC CPeJICTBA. ECITM TTO3BOHUTH TI0 YKa3aHHOMY HOMEPY, OH MOXKET OBbITh
BHE 30HBI JJOCTYTIA.

KAK ITOCTYTIATDH B TAKOW CUTY ALTUMU:

Ecnu Bac pocat nepeBecty, SK0ObI OIMOOYHO MEPEBEICHHYIO CYMMY, HATIOMHUTE, YTO ISl 3TOTO
ucnonb3yercs 4yek. OTroBopKa, 4YTo «4eK MOTEepsSH», CKOPEE BCEro, CBUJIETEILCTBYET O TOM, UTO C
Bamu oO1aeTcst MOIICHHUK.

MOIIEHHNYECTBA C BAHKOBCKUMU KAPTAMMU.

bankoBckas KapTa — 3TO UHCTPYMCHT IJis1 COBCPIICHUA IUIATEXKEH B A0CTYIIAa K HAJIMYHBIM CPEACTBAM
Ha C‘IéTe, HC TpC6YI-OH_[I/II71 JJIA OTOIr'0O IMPUCYTCTBUS B banke. Ho IMPOCTOTAa UCITOJIb30BAHUA OAHKOBCKHUX
KapT OCTaBJIACT MHOXKXCCTBO JIA3€CK J1JI1 MOIICHHUKOB.

1. Bawm mpuxomuT cooOImieHne o ToM, 9To Barma 6ankoBckas kapTa 3abiokupoBana. [Ipemmaraercs
OecrIaTHO MMO3BOHUTH Ha OTPE/ICIEHHBIN HOMEp ISl ToTydeHHst ToApoOHOH nHpopmanuu. Korma Ber
3BOHHTE 110 YKa3aHHOMY TenedoHy, To Bam coo01maoT o ToM, 4TO Ha cepBepe, OTBEHAIOLIEM 32
o0cIiTy’)KUBaHHE KapThl, MPOU301LIeN cOOH, a 3aTeM IPOCAT coo0IUThs HoMep KapThl u [IMH-kox st ee
MepeperucTparum.

30yMBIIIUICHHUKAM HYKeH Jiuinb Homep Bameit kaptel u [IMH-kox, kak Tonbko Bel ux coobmuTe,
JeHbI'U OyAyT CHATHI ¢ Barero cuera.



Hu oona opeanuszayus, éknrwuasn 6ank, ne enpase mpevosamv Baw ITHH-k00! /Ina mozo, umoowt
npogepums ROCHMYRUGULYIO UHPOPpMALUIO 0 OI0KUPOSAHUU KAPMbl, HEOOX00UMO NO360OHUMb 6
KUEHMCKY10 CycOy noodepicku oanka. Ckopee écezo, Bam omeemam, umo Hukakux cooes na
cepeepe nHe npoucxoouno, a Bawa kapma npooonscaem oocaysyicusamvca 6aHKOM.

2.
3.

Ecnu Bol yTpatnnm kapTy HeMeUICHHO ee OJIOKUpYHTe.

[Ipu ipoBeIeHNH OTIepaIiii ¢ KapToi MOIB3YHTECh TOIBKO TeMH OaHKOMAaTaMH, KOTOPEIE
pacIioyioxKeHsl B 0€30IaCHBIX MECTaxX U 000PYIOBaHbl CUCTEMON BHACOHAOIIOICHHS U OXPaHOM.
CoBepimas oreparyu MIaCTHKOBON KapTO, CIEIUTE, 9YTOOBI PSAOM HE OBLIO MMOCTOPOHHUX JIFOJCH.
Habupas [TMH-kon, npukpeiBaiiTe K1aBuaTypy pykoi.

OOparaiiTe BHUMaHNE Ha KapTONPHEMHHUK U KJ1aBuarypy Oankomara. Ecim oHr 000py/10BaHbI KAKUMH-
100 JOMOJIHUTEIBHBIMH YCTPOMCTBAMH, TO OT MCIOJIb30BAaHHS JAHHOI'O OaHKOMATa Jy4lle
BO3/EPIKATHCS M COOOILIUTH O CBOMX MOJO3PEHUSX 10 YKa3aHHOMY Ha HeM Tesne(oHy.

Ecmm 6ankomat monroe BpeMs HaXOAHUTCS B PEXKHME OKUAAHUS WA CaMOIIPOU3BOIHHO
nepe3arpy’kaercss — OTKaXHUTECh , OT ero UCIOJIb30BaHM. Berka BeposiTHOCTh TOTO, YTO OH
MeperporpaMMUpPOBaH 3JI0yMBIIIJICHHUKaMHU.

XHIIeHne ¢ KapT, MOAKIIOUEHHBIX K OMIIMA OECKOHTAKTHBIX Iiarexei. i mpoBeieHns OnJIaThl
0OECKOHTAKTHOH KapTOil peKOMEHyeTCsl IPOCTO MPHIIOKUTE e€ kK TepmuHany. Box [ITMH-koxa He
Tpedyercs, eciu cymma He nipesbimmaet 1 000 pyouieit. [Ipu 3ToM KOJIMYECTBO PACXOIHBIX TPAH3AKIIHM I
HE OTPaHUYCHO.

KAK OBE3OITACUTD CEBA OT MOIIEHHHKOB:

1.YcranoButh Ha TenedoH (KOMIIBIOTEP) COBPEMEHHOE JIMLIEH3UPOBAHHOE aHTUBUPYCHOE
porpaMMHOE 0OecIieueHue.

2.

Noook~w

He ycranaBnmBaere n He coxpaHsiTe 0e3 MpeaBapuTeI-HON MPOBEPKHA aHTUBUPYCHOM IIPOTpaMMOi
(aiinbl, MosydeHHbIC U3 HEHA/ISKHBIX HCTOYHUKOB: CKaYaHHbIE C HEM3BECTHBIX CalTOB, PUCIIAHHBIE 10
3JIEKTPOHHOM 1oUTe (110103pUTETHHBIE (PAMIIBI JTyUIlle cpa3y yAaJsaTh).

HCTOJb3yHTE MapoJid He CBA3aHHbIE ¢ BalMu nepcoHabHBIMU JaHHBIMH.

He coobmate qannbie KapThl, TAPOIN U APYTYIO TIEPCOHATIBHYIO0 HH(OPMAIIHIO.

[TocTaBbTe IMMHUT Ha CYMMY CIIMCAHHI HITH MTEPEBOIA B IMYHOM KaOuHeTe OaHKa.

[To BceM BOZHHMKAIOIIMM BOTIpOcaM 00paIiaThcs B 0aHK, BBLIABIINN KapTy.

He BBINONHATH HUKAKUX CPOYHBIX 3aIIPOCOB K JICHCTBHUIO, B TOM YHCIIE [10 YCTAHOBKE KaKUX Obl TO HU
OBLIO TPUIIOKCHHUH.

He nepe3BanuBaTh 0 HOMEPaM M HE MEPEXOJUTh HU 110 KAKUM CChLIKaM, KOTOpbIe IPUXO/IT Ha e-mail
i mo SMS.

9.00pamaTh Ha Bce COOOIICHUS OT OaHKa (HarpuMep, €CJIM OHU COJIePKAaT rpaMMaTHIECKUE OIITHOKH.

BYJAbBTE BIUTEJIbHbI!



